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Why in News?

Recently, the Ministry of Electronics and Information Technology (MeitY) has temporarily
blocked Telegram in India until June 22, 2026, following a request from the National Testing
Agency (NTA).

What is Telegram?

» Telegram - It is a cloud-based instant messaging platform established in 2013 by
Pavel Durov.

» Features - Unlike many messaging applications, it offers features such as unlimited-
subscriber channels, large group chats, anonymous broadcasting, and the ability to
share large files.

» Concerns - Its strong privacy framework, minimal data retention policies, and globally
distributed server network make regulatory oversight more challenging.

e The platform also permits anonymous channel creation, large-scale deployment of
bots, and post-publication editing of messages while retaining original timestamps.

» These features have made Telegram popular not only for legitimate communication but
also for activities such as misinformation campaigns, examination fraud, and certain
forms of cybercrime.

What is the background for the ban?

 NEET Paper Leak Controversy -Following allegations of systematic paper leaks and
irregularities during the May 2026 examination, authorities decided to cancel the test
and conduct a fresh examination.

» Subsequently, several Telegram channels began claiming access to the re-examination
question paper and allegedly demanded payments ranging from thousands to lakhs of
rupees from students and parents.

 Many channels operated under names suggesting access to leaked examination
material.

» However, the NTA clarified that no genuine question paper had been leaked and
described these channels as fraudulent operations exploiting anxious candidates.

NEET UG is India's nationwide entrance examination for undergraduate medical courses,
conducted by the NTA.

e Government Action - To address the situation, MeitY invoked Section 69A of the
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Information Technology Act, 2000, which empowers the Central Government to block
access to online content or platforms in the interests of:

o Sovereignty and integrity of India

o National security and defence

o Public order

o Prevention of cognisable offences

» The temporary restriction on Telegram is intended to prevent the circulation of fake or
purported leaked examination material before the re-test.

» Suspension of Message-Editing Feature - In addition to the temporary block,
Telegram was directed to disable its message-editing feature in India until June 30,
2026.

» Authorities identified a misuse pattern wherein administrators edited older posts after
an examination had concluded, replacing previously uploaded files with actual
question papers.

 Since Telegram retains the original posting timestamp, these modified posts could
falsely create the impression that the paper had been leaked before the examination.

» Suspending the editing feature aims to prevent such fabricated evidence from being
used to spread misinformation.

» Enforcement Measures - The Indian Cyber Crime Coordination Centre, acting on
information provided by the NTA and police authorities from several states,
coordinated action against numerous Telegram channels, groups, and bots involved in
fraudulent activities.

» Law enforcement agencies have also arrested individuals allegedly operating scams
that deceived medical aspirants and their families by falsely promising access to
examination papers through Telegram channels.

e According to the NTA, the platform ban was adopted only as a last-resort measure to
safeguard examination integrity.

What are the key issues highlighted?

« Examination Security Concerns - Repeated paper leak allegations in recent years
have exposed weaknesses in the storage, printing, transportation, and distribution of
examination materials, raising concerns about the security of India's examination
system.

» Digital Platforms and Exam Integrity - Telegram's architecture, particularly its
anonymous channels, extensive file-sharing capabilities, and editable messages, can
facilitate the rapid spread of fraudulent content and misinformation during high-stakes
examinations.

o Platform Accountability - The incident has intensified discussions about the
responsibility of digital platforms in preventing misuse of their technological features.

e The temporary restriction on message editing may set an important precedent for
future platform-specific regulations.

» Free Speech versus Regulation - The use of Section 69A has renewed debates
regarding the balance between public interest and digital freedoms.

« Critics argue that blocking orders are often implemented without prior judicial review
and lack sufficient transparency, while supporters view them as necessary tools for
addressing urgent threats.



What are the ethical issues involved?

Freedom of Expression vs Public Interest - Blocking an entire platform
affects the ability of millions of legitimate users to communicate and share
information.

Governments have a duty to prevent fraud and maintain examination
integrity, but restrictions on digital platforms may limit citizens' freedom of
expression and access to information.

Privacy vs Security - Telegram's privacy-oriented features protect users
from surveillance and safeguard personal communications.

However, the same features can be exploited for criminal activities such as
exam fraud, misinformation, and cybercrime.

Ethical challenge lies in balancing the right to privacy with the state's
responsibility to ensure public safety and security.

Collective Punishment vs Individual Accountability - The temporary
ban impacts students, businesses, educators, and ordinary users who have
no connection with the fraud.

Ethically, punishment should ideally target offenders rather than impose
costs on innocent users.

The issue raises questions about the fairness and proportionality of
platform-wide restrictions.

Platform Responsibility and Corporate Ethics - Digital platforms
benefit from user engagement but must also ensure that their features are
not misused.

Telegram's anonymous channels, bot networks, and editable messages
create opportunities for misuse.

Transparency and Due Process - The use of Section 69A of the
Information Technology Act, 2000 permits blocking orders with limited
public disclosure.

Critics argue that citizens have a right to know the reasons, evidence, and
necessity behind such actions.

Ethical governance requires transparency, accountability, and procedural
fairness in decision-making.

Examination Integrity and Justice - Fraudulent paper-leak claims exploit
students' fears and undermine the principle of merit-based selection.
Ethical values such as fairness, honesty, and equal opportunity demand
strict action against examination malpractice.

Protecting the credibility of competitive examinations is essential for
maintaining public trust in educational institutions.

Digital Rights vs State Regulation - Excessive regulation can create a
precedent for broader censorship of online platforms.

Conversely, inadequate regulation may allow harmful activities to flourish.
The ethical challenge is to design regulations that are necessary,
proportionate, and least restrictive while protecting constitutional
freedoms.

Trust in Public Institutions - Repeated examination leak controversies
indicate systemic weaknesses in examination administration.



» Citizens expect governments to secure examinations rather than rely
primarily on platform bans.

» Ethical governance requires addressing root causes rather than focusing
solely on symptom-control measures.

What lies ahead?

» The temporary restriction on Telegram is an emergency response aimed at protecting
the integrity of the NEET re-examination process.

e While it may help curb misinformation and fraud in the short term, the episode
highlights deeper structural challenges, including vulnerabilities in India's
examination system and the growing need for effective regulatory frameworks to
address the misuse of digital platforms.

» Long-term solutions will require stronger examination security mechanisms alongside
balanced policies that ensure both accountability and digital rights.

To take mains test click here
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