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CAPTCHA (Completely Automated Public Turing test to tell
Computers and Humans Apart)

Prelims - Current events of national and international importance | General Science.

Mains - GS-III (Science and Technology- developments and their applications and effects in
everyday life)

Why in news?

In recent times, threat actors have been leveraging fake CAPTCHAs to distribute the
Legion-Loader malware, ultimately leading to the installation of a malicious browser
extension designed to steal sensitive user data.

o CAPTCHA is a security mechanism that presents challenges easy for humans to solve
but difficult for machines.

« It was introduced in the early 2000s, with Luis von Ahn and his team filing the first
patent in 2003.

» CAPTCHA protects websites from automated attacks and prevents bots from accessing
sensitive user data.

Evolution

« Initial Phase - Early CAPTCHAs primarily used distorted text for human verification.

e TeCAPTCHA (2009) - Utilized words from scanned books for verification,
simultaneously helping digitize printed texts.

 Invisible reCAPTCHA (2014) - Google introduced this version which analyzed user
behavior patterns such as mouse movements to determine human identity, reducing
user friction.

» Modern CAPTCHAs - Now include image recognition tasks, puzzles and behavioral
analysis techniques.

Working Mechanism

o CAPTCHA is fundamentally based on the Turing test concept.

e Turing Test - A method proposed by Alan Turing in 1950 for determining if a machine
can exhibit intelligent behavior indistinguishable from a human's.

« Modern CAPTCHAs leverage the cognitive gap between human perception and
machine learning capabilities.

Limitations

o Al Advancement - Sophisticated bots can increasingly bypass CAPTCHA systems
using machine learning algorithms.
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» Accessibility Issues - Presents significant challenges for people with visual, auditory,
or cognitive disabilities.

» User Experience - Poorly designed CAPTCHAs cause frustration and may reduce
website engagement.

Way Forward

» Adaptive Security - Development of context-aware verification that adjusts difficulty
based on risk assessment.

 Inclusive Design - Creation of multimodal CAPTCHAs that accommodate various
disabilities while maintaining security.

» Behavioral Analysis - Increasing reliance on passive verification through user
behavior patterns rather than explicit challenges.

e Integration with Other Security Measures - Combining CAPTCHAs with multi-
factor authentication and risk-based authentication systems.
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